LogADmin

Secure Event Log Archiving and Analysis

In today’s business age of escalating security costs and mounting regulatory
standards, enterprises can no longer afford to ignore the significance of their log
files. And with a resounding focus on corporate and government regulations and
standards, organizations must be able to prove they’re in compliance at all times,
or risk subjecting themselves to considerable penalties.

With everything from servers, workstations, applications, and services quietly filling
disk partitions one log at a time, event logs are home to a wealth of information
regarding your enterprise, including key forensics pertaining to security policies,
audits and regulatory compliance. However, the task of securely archiving

this data for long term storage can be both time-consuming and painful if done
manually.

NetPro’s LogADmin enables effective long term event log archiving and analysis
in a controlled, scalable environment, giving your organization an efficient and
cost-effective solution to meet its security and compliance requirements - without
the time-consuming complexity of native tools. With LogADmin, your IT staff is
empowered with a clear vision of your environment, enabling them to resolve
outstanding issues before they reoccur and easily providing the proof your
organization needs to demonstrate compliance.

Compress, Encrypt and Archive Distributed Windows Event Logs

LogADmin is an enterprise log archiving and analysis solution that securely
compresses and copies event logs in their original format to a central location for
long term storage. Windows administrators can archive distributed logs using local
or remote agents, providing targeted load sharing and fault tolerance by leveraging
NetPro’s Enterprise Server technology. With LogADmin, you can rest assure that
log files are encrypted and compressed prior to consolidation, then stored in a
secured central archive.

Dynamically Adjust to Varying Environments

Changes to your environment shouldn’t have to affect the way you collect
information. And now they don’t have to. As new servers are brought online,
LogADmin can be configured to automatically include them in the log archival
process.

LogADmin Capabilities...

Efficient Log Archival for
Windows 2000, Windows 2003
Servers and XP Desktops

Flexible deployment to support
global needs

Local and Remote Collection

Built-in encryption and
compression of log data

Customizable port assignment

Built-in fault tolerance and load
sharing capabilities

Support for Windows 2000,
Windows 2003 and XP, (Vista
planned)
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LogADmin at a Glance

Fulfills

Enables

Teams
Simplifies
Maintains

Ensures

Provides

audit requirements by providing a secured audit history of all
events in a compressed and encrypted format

centralized log retrieval and management using a simple interface
with NetPro’s ChangeAuditor for real time monitoring, notification
and analysis of critical security events

historical forensic analysis with sorting and filtering capabilities
storage requirements by compressing log data to save disk space
security through AES strong encryption, one of the most popular
algorithms used in symmetric key cryptography

auditors or non-administrators with secure access to review
selective archived log data
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LogADmin s user-friendly inferiace allows you fo quickly and efficiently retrieve the
archived logs for efficient searching, sorting and analysis.
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Ferdinand-Braun-5tr.3
74074 Heilbronn, Germany
www.n3k.de

4 Fasy Steps fo Secure
Archiving with LogADmin:

1. Specify the targeted
computers for log collection

2. Define which logs to collect
3. Schedule the collection

4. Select the agent groups for
servicing the task
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